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What is claimed is: 



10 



15 



20 



1. An autJl;ient;ica1:ion device using anatomical 

information, coftiprising: 

an anatomical information obtaining unit 
obtaining anatomical information; 

an identification information generating unit 
generating identif iication information specifying the 
anatomical information ; 

an additional \ information generating unit 
generating additional information verifying the 
identification inf orm^tiiMj; and 

a collation iVifb'rmation generating unit 
encrypting the anatomiteal information and at least 
either the identification information or additional 



information, and genera 



combining encrypted anatomical information, encrypted 



additional information ar 

2. The authentication 
wherein the additional 
information are encryp 



ing collation information by 



d identification information. 

device according to claim 1, 
information and anatomical 
d. 



25 



3. The authentication device according to claim 1, 
wherein a collection /time of anatomical information 
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is used as the identif ication information. 



wherein a new ©iece of identif ication information is 



The authten-bication device according to claim 1 , 



5 



added to the arriatomical information every time the 
anatomical inf orrijation passes through a different 
device. 



m 



-5 



5. The authenticasf ion device according to claim 4, 

10 wherein 

when the identification information is added to 
the anatomical information, the additional information 
is used to verify the identification information, a 
new piece of additional iYiformation is generated every 

15 time the identification information is added and the 
identification informatio^i is added to the collation 
information . 



6. An authentication 4®vice using anatomical 

20 information, comprising: 

an anatomical information generating unit 
generating anatomical informption based on a collected 
image; 

a counting unit, wt/ich is built into the 
25 anatomical information ge/herating unit counting a 
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counter value of ythe collection time of anatomical 
information ; and 

a collation \ information generating unit 
generating collation information by combining the 
anatomical inf ormatioSri and the counter value of the 
counting unit. 




7. An autheri*tJ.cation device using anatomical 

information, compri>sing : 

an anatomical \ information generating unit 
generating anatomical i^fif ormation based on a collected 
image ; 

an identification Y^^ormation generating unit 
generating identification! information which comprises 
at least identification injformation for specifying the 
anatomical information b^r^^^a^ting unit or order 
information for specifying a collection order of 
anatomical information gfenerated in the anatomical 
information generating uAit; and 

a collation information generating unit 
generating collation information by combining the 
anatomical information ano^dentif ication information. 



8. An authentication device using anatomical 

information, comprising : 
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an anatomical information generating unit 
generating anatomical information based on a collected 
image ; 

an identification information generating unit 
5 generating identification information based on 
information provided from outside; and 

a collation information generating unit 
generating collation information by combining the 
anatomical information and identification information. 

10 

9 . An authentication device in an authentication 
system using anatomical information which is connected 
to a collection device for collecting anatomical 
information via a network, comprising: 
15 an anatomical information generating unit 

generating anatomical information based on a collected 
image; 

an identification information generating unit 
generating identification information composed of 
20 information about a route taken between a collection 
device and an authentication device; and 

a collation information generating unit 
generating collation information by combining the 
anatomical information and identification information. 
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10. The authentica^on device according to ^ny one -^^£ 
e - lQims — 6 — t hrough Ov ^erein 

anatomical infOTrmation and identification 
information are encryp-qed. 



11. An authentication device using anatomical 
information, comprising: 

an anatomical information collating unit 
collating anatomical information with information 
registered in advance; 

an identification information judging unit 
Judging whether identification information received 
together with anatomical information meets prescribed 
requirements ; and 

an identification information verifying unit 
verifying identification information by an operation 
value obtained by mapping additional information. 

12. An authentication device using anatomical 
information, comprising : 

an anatomical information collating unit 
collating anatomical information with information 
registered in advance; and 

an identification information judging unit 
judging whether identification information received 
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together with anatomical information meets prescribed 
requirements . 

13 . An authentication device using anatomical 
5 information, comprising: 

an anatomical information obtaining unit 
obtaining anatomical information; 
Q an identification information obtaining unit 

obtaining identification information uniquely 
10 designating an environment where the anatomical 
Q information is obtained; and 

a.: H 

yl an encrypting/transmitting unit encrypting and 

transmitting anatomical information and identification 
information. 




15 

14, A collation \information generating method for 
authentication u^ing anatomical information, 
comprising : 

obtaining anatoinical information; 
20 generating idei^ 1 f Ir-^ion information specifying 

the anatomical inf orn^rw-^n; 

ional information verifying the 
identification information; and 

encrypting ther anatomical information and at 
25 least either the/ identification information or 



generating addi 
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additional inf oVmation and generating collation 
information by \ combining encrypted anatomical 
information, encrypted additional information and 
identification information. 



15. The collation ^information generating method 
according to claim 14 Ji vjla^rein 

the additional V^rftormation and anatomical 
information are encryp:ed. 

16. The collation information generating method 



according to claim 14, 



used as the identifica 



wherein 



the collection tine of anatomical information is 



bion information. 



17. The collation information generating method 
according to clain\l4, wherein 

a new piece c\f identification information is 
added to the anatomical information every time the 
anatomical informati^pn passes through a different 
device . 



18. The collation Miformation generating method 
according to claim 17, V^^^^^^ 

when the identif icOTiion information is added to 
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the anatomical \nf ormation, the additional information 
is used to verir^ the identification information, a 
new piece of additional information is generated every 
time the identification information is added, and the 
information is addea to the collation information. 



10 



15 



20 



19. A collation inf formation generating method for 
authentication usimg anatomical information, 

comprising: ^f^^^O 

generating anatonical information based on a 



collected image; 

obtaining a coun 
about when anatomical 
anatomical inf ormatior 



anatomical information 



':er value of time information 
;.nformation is collected in the 
generating step; and 



generating collation information by combining the 



and counter value. 
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20. A collation information generating method for 
authentication using anatomical information, 
comprising: 

generating anatomical information based on a 
collected image; 

generating identification information for 
specifying a generation environment of the anatomical 
information; and 
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generating collation information by combining the 
anatomical information and identification information. 

21. A collation information generating method for 
5 authentication using anatomical information, 

comprising: 

generating anatomical information based on a 
collected image; 

generating identification information based on 
10 information provided from outside; and 

generating collation information by combining the 
anatomical information and identification information. 

22. An authentication method in an authentication 
15 system using anatomical information which is connected 

to a collection device for collecting anatomical 
information via a network, comprising: 

generating anatomical information based on a 
collected image; 
20 generating identification information composed 

of information about a route taken between a 
collection device and an authentication device; and 

generating collation information by combining the 
anatomical information and identification information. 
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23 . The authentication device according to -a«y uue ul 



Q - laims 19 Lhj-Uuyh Vi2 ^ wherein 
anatomical i^?6rmation 
information are encrypted, 



and 



ident i f icat ion 



24 . An authentication method using anatomical 

information, comprising : 

collating anatomical information with information 

registered in advance; 
10 judging whether identification information 

received together with anatomical information meets 

prescribed requirements; and 

verifying identification information by an 

operation value obtained by mapping additional 
15 information. 



20 



25. An authentication method using anatomical 
information, comprising : 

AB^bating anatomical information with information 
r^^l^^HB 

iB^aing whether identification information 
recei^^^^ together with anatomical information meets 
prescribed requirements . 



/in advance; and 
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26. An authentication method using anatomical 
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information , comprising : 

obtaining anatomical information; 

obtaining identification information uniquely 
designating an environment where the anatomical 
information is obtained; and 

encrypting and transmitting anatomical 
information and identification information. 

27. A computer- readable storage medium on which is 
recorded a program enabling a computer to generate 
collation information for authentication using 
anatomical information\ said process comprising: 
obtaining anatomical information; 

generating identif ilcation information specifying 
the anatomical information; 



generating additid^^La^i<'';0^f ormation verifying the 

identification inf ormati on; 

encrypting the anatomical information and at 
least either the identification information or 



information by combining encrypted anatomical 
information, encrypted additional information and 
identification information. 




additional 



inf ormatio: 



and generating collation 



28. A computer -readable storage medium on which is 
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recorded a progVam enabling a computer to generate 
collation information for authentication using 
anatomical information, said process comprising: 

generating ar^tomical information based on a 
5 collected image; 

obtaining a co^^nter value of time information 
about when anatomical\ information is collected in the 
anatomical information generating step; and 

generating collation information by combining the 
10 anatomical inf ormation\ and counter value, 

29. A computer-readable storage medium on which is 
recorded a program enabling a computer to generate 
collation information for authentication using 
15 anatomical information, said process comprising: 

generating anatomical information based on a 
collected image; 

generating identification information for 
specifying a generation environment of the anatomical 
20 information; and 

generating collation information by combining the 
anatomical information and identification information. 
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30. A computer-readable storage medium on which is 
recorded a program enabling a computer to generate 
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collation information for authentication using 
anatomical information, said process comprising: 

generating anatomical information based on a 
collected image; 

generating identification information based on 
information provided from outside; and 

generating collation information by combining the 
anatomical information and identification information. 

31. A computer-readable storage medium on which is 
recorded a program enabling a computer to generate 
collation information for authentication using 
anatomical information, said process comprising: 

generating anatomical information based on a 
collected image; 

generating identification information composed 
of information about a route taken between a 
collection device and an authentication device; and 

generating collation information by combining the 
anatomical information and identification information. 

32. A computer-readable storage medium on which is 
recorded a program enabling a computer to generate 
collation information for authentication using 
anatomical information, said process comprising: 
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collating anatomical information with 
information registered in advance; 

judging whether identification information 
received together with anatomical information meets 
prescribed requirements; and 

verifying identification information by an 
operation value obtained by mapping additional 
information . 

33. A computer- readable storage medium on which is 
recorded a program enabling a computer to generate 
collation information for authentication using 
anatomical information, said process comprising: 

collating anatomical information with information 
registered in advance; and 

judging whether identification information 
received together with anatomical information meets 
prescribed requirements . 

34. A computer-readable storage medium on which is 
recorded a program enabling a computer to generate 
collation information for authentication using 
anatomical information, said process comprising: 

obtaining anatomical information; 

obtaining identification information uniquely 
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designating an environment where the anatomical 
information is obtained; and 

encrypting and transmitting anatomical 
information and identification information ♦ 



